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Save the Date: Tuesday June 13, 2017

UMassAmbherst
UMASS Amherst Lincoln Campus Center
1 Campus Center Way, Amherst MA 01003

For more Information: 0SHAS ummerSummit@gmail.com
Registration opens March 1, 2017 at www.scwne.org
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Housekeeping

* Exits

* Rally points
* Cell phones
* Facilities
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Protecting Workers'
Lives and Limbs -
The National COSH
Agenda for 2017

Goals include:

1. Make worker health

and safety a priority
2. Ensure health and

safety protection for all workers
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Free OSHA 8-Hour Emergency
Response Awareness Annual Refresher

Tuesday, September 26, 2017
8:15 am - 4:30 pm

OVERVIEW: This 8-hour program meets the requirements of Hazardous Waste Site Worker Refresher Training 29 CFR
1910.120 (e)(8) & Emergency Responder Refresher Training 29 CFR 1910.120 (q)

DOWNLOAD THE FLYER HERE

NHTLINE/TNDICS-

www.nhcosh.org/?zone=/unionactive/view_subarticle.cfm&subHomelD=772778&topHomelD=429573&page=ABOUT20NH20COSH
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Agenda

 Threats/Tactical actions
* Vulnerability assessment
 Prevention/Protection/Information sources




Business Threats

* Insurance companies list threats to businesses ranging
from property losses through electronic data breaches.

e Threat assessment has transcended from the traditional
view to encompass both environmental and deliberate
causes.

AThe terdmadafrldso i s now consi de
In the emergency response community.

ADomestic and international groups would harm and
have harmed the US for a variety of reasons.
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€ HU acadiainsurance.com/blog/workers-compensation/5-common-threats-small-businesses-face/ El1 ¢ Q Search ﬁ 8 O 3 A =

A
Acadia Insurance Home | AboutAcadia | Newsroom | Career Center jo) _

A\ Acadia  ; 0SER MATTERS

m 5 Common Threats Small Businesses Face Sibstribe by el

BY ADMIN | SMALL BUSINESS, WORKERS COMPENSATION | NO COMMENTS »
Enter email address...

Connect With Acadia
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What's Popular

GUEST POST BY ALYSSA DELLACAMERA | EATON & BERUBE ‘m B e o

< 2 oarding horses on my hobby farm? 97 views
Today'’s guest post is brought to you by Alyssa DellaCamera from Eaton & Berube Insurance ﬂ iacc:mmon ThrestsSmal Businesses 77 views
Agency, an independent insurance agency located in New Hampshire. Learn about the = )

"{ﬂ " Top 5 Reasons Why You Should

common threats small businesses face and strategies to manage them. “ : :
. Consider Insurance as a Career 64 views

As many small business owners understand, owning your own company offers many rewards,
but with these rewards come certain risks. To protect your business from the exposures it

faces, it's crucial to identify these threats and develop a risk management plan. The following Archives Categories
list of common threats to small businesses will help you identify the risks your company may overiber 3015 i) AR )
face, as well as provide you with strategies to manage them: '
October 2016 (2) Construction (4)
1. Property Losses September 2016 (1) Cyber Security (2)
For many small business owners, commercial property represents one of your largest assets. August 2016 (6) e & Ag ey e (11)
To protect your business from a potentially devastating property loss, it's important to ensure July 2016 (5) General Liability (34)
that vou have adeguate coverage. Taking an inventory of vour property can help vou June 2016 (1) Insurance Careers (1) Y
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Managemeﬂt
e

you get started, we have provided a list of the top 10
threats facing small business owne s you read
through the list, consider the unique risks facing your
business and ask yourself whether those risks are being
managed effectively.

1. Protecting your Property
Property holdings are often a small business owner’s
et. Therefore, for the long-term security of
it is vital that you evaluate

| threats to your property and develop a plan to
manage those threats. Begin by taking a complete
inventory of all your s to determine how a loss
might affect your busi nd how much coverage you
need. Property coverage can come in many forms to
suit your specific needs, but a typical policy will provide
the replacement cost value for your building and the
actual cash value for your business property.

You have a lot weighing on your budget already, but
don’t make the mistake of planning for the “best cas
Top 10 Threats to Sma" scenario” when it comes to your property coverage.
Businesses Leaving your small business underinsured is a risk too
great to take.

2. Business Interruption

The U.S. Department of Labor estimates that more than
40 percent of businesses never reopen following a
disaster such as a fire or flood. Is your business
prepared to weather the storm if di

owners consider themselves optimists. Too much fire cau"'.' the [C_Officialname] facility te._be
temporarily unusable, what would you do? Ideally, you

optimism, however, can get a small bu owner into i ,
would move to a temporary location while your

trouble. A business plan built solely on the “best case anent place of busi i bei sired. but
scenario” is like a house of cards—one gust of wind (or permanent place or busin €Ing repaired, bu

) o . . traditional Property Insurance does not cover thi
fire or wrongful termination lawsuit) and the entire operty ' oes not cove

. . thel finc while the permanent b

business can come crashing down. That's why smart or P o350 .mcclme _W 'Hie the permanen i

) . - \ location is being repaired. lll-prepared busine

business owners temper their innate optimism with a

healthy dose of reality. In other words, they learn to
_ repair, wl

manage r

and leave employe

The first step in implemen comprehensive risk i f time. To mitigate thi : radding

management plan is id g potential To help 5 Interruption coverage to your Property

Insurance policy. This invaluable, though often
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Critical Infrastructure/Key Resources

* Presidential Policy Directive 21 enumerated 16 Sectors
whose assets, systems, and networks, whether physical or
virtual, are considered so vital to the United States that
their incapacitation or destruction would have a
debilitating effect on security, national economic security,

national public health or safety, or any combination
thereof.



SSA Definition

* The term "'Sector-Specific Agency" (SSA) means the
Federal department or agency designated under this
directive to be responsible for:

AProviding institutional knowledge
AANnd specialized expertise as well as

AlLeading , facilitating, or supporting the security and
resilience programs and associated activities of its
designated critical infrastructure sector in the all -
hazards environment.
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CI/KR Sectors

e Chemical:

ASector -Specific Agency: Department of Homeland
Security

e Commercial Facilities:

ASector -Specific Agency: Department of Homeland
Security

e Communications:

ASector -Specific Agency: Department of Homeland
Security

11



CI/KR Sectors

* Critical Manufacturing:
ASector -Specific Agency: Department of Homeland
Security
* Dams:
ASector -Specific Agency: Department of Homeland
Security
* Defense Industrial Base:
ASector -Specific Agency: Department of Defense

* Emergency Services:

ASector -Specific Agency: Department of Homeland
Security

12



CI/KR Sectors

* Energy:
ASector -Specific Agency: Department of Energy

* Financial Services:
ASector -Specific Agency: Department of the Treasury

* Food and Agriculture:

ACo-Sector -Specific Agencies: U.S. Department of
Agriculture and Department of Health and Human
Services

13



CI/KR Sectors

e Government Facilities:

ACo-Sector -Specific Agencies: Department of

Homeland Security and General Services
Administration
 Healthcare and Public Health:
ASector -Specific Agency: Department
Human Services
* Information Technology:

ASector -Specific Agency: Department
Security

of Health and

of Homeland

14



CI/KR Sectors

e Nuclear Reactors, Materials, and Waste:

ASector -Specific Agency: Department
Security

* Transportation Systems:

of Homeland

ACo-Sector -Specific Agencies: Department of

Homeland Security and Department of
Transportation
* Water and Wastewater Systems:

ASector -Specific Agency: Environmental
Agency

Protection

15



Private Sector CI/KR Impact

* Private-sector CI/KR owners and operators are responsible at
the corporate and individual facility levels for risk and
incident management planning, security, and preparedness
investments.

* Other activities that form %)art of business and continuity of
operations planning activities include:

ADeveloping and revising business continuity and
emergency management plans to address direct effects
of incidents and critical dependencies and -
Interldependenmes at sector, enterprise, and facility
evels.

ABuilding increased resiliency, backup capabilities, and
redundancy into business processes and systems.

16



Private Sector CI/KR Impact

AMaintaining coordination with incident
management, information -sharing, and CI/KR
protection programs.

AReporting CI/KR status using established
mechanisms for inclusion in the national common
operating picture (COP).

ADeveloping and coordinating CI/KR protective and
emergency -response actions, plans, and programs.

17



Private Sector CI/KR Impact

AGuarding against insider threats.

AProviding technical expertise to DHS, SSAs, ESFs,
and other Federal, State, tribal, and local entities.

Aldentifying CI/KR and prioritizing related
protection and restoration activities.

18
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https:/fwww.ise.gov/mission-partners/critical-infrastructure-and-key-resources#void E1 ¢C Q Search

/I@n formation Sharing Environment

ABOUT ISE PARTNERS RESOURCES MISSION STORIES

Home » Partners » Critical Infrastructure And Key Resources

CRITICAL INFRASTRUCTURE AND KEY
RESOURCES

Critical infrastructure are the assets, systems, and networks, whether physical or virtual, so
vital to the United States that their incapacitation or destruction would have a debilitating
effect on security, national economic security, national public health or safety, or any
combination thereof.

Sharing Information with the Private Sector

Mission Stories

Cyber Intelligence Network:
Facilitating the Rapid Exchange of
Cyber Intelligence

Department of the Interior
Establishes Dam Sector
Intelligence Working Group

VIEW ALL MISSION STORIES »

Resources

ISE Core Mission Processes

VIEW ALL RESOURCES -




& Critical Infrastructure Sector = — x

€ 9 @OU A httpsy/ .dhs.gov/critical-infrastructure-sector-partnerships E1l ¢ Search i d o8 QO % = [F-

Official website of the Department of Homeland Security ContactUs | QuickLinks | SiteMap | A-Z Index

Homeland f¥E@Re S

Security

@ > Topics > Critical Infrastructure Security > Critical Infrastructure Sector Partne erships Share / Email EJ

cancatmfrastrucresector —— Critical Infrastructure Sector Partnerships

Partnerships

Because the private sector owns and operates a vast majority of the nation's critical infrastructure, partnerships
Critical l"fraStrucmre Pmt?“m" between the public and private sectors that foster integrated, collaborative engagement and interaction are essential
Partnerships and Information
Sharing to maintaining critical infrastructure security and resilience. These partnerships create an environment to share critical
threat information, risk mitigation, and other vital information and resources.

Government Coordinating Councils

Sector Coordinating Councils The Department of Homeland Security, National Protection and Programs Directorate's Office of Infrastructure
Protection (IP) leads the coordinated national effort with public- and private-sector critical infrastructure partners to
enhance the security and resilience of the nation's critical infrastructure.

Expand All Sections

Sector Partnership Structure +

Lfltltal Infrastructure Parmershl Advisory Council
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Homeland
Security

- ND S
Topics How Do I7? Get Involved News About DHS _ Q

# = AboutDHS > Organization > Operational and Support Components = Mational Pratection and Programs Directorate Share / Email £

National rotection and National Protection and Programs
rograms virectorate .
Directorate

Federal Protective Service

Office of Biometric Identity NPPD’s vision is a safe, secure, and resilient infrastructure where the American way of life can
Management thrive. NPPD leads the national effort to protect and enhance the resilience of the nation’s
gf;ffﬂifn%:;;ic“”w and physical and cyber infrastructure.

Office of Cyber and Infrastructure e View NPPD at a Glance (PDF - 2 pages, 1 MB)

Analysis

e View the National Protection and Programs Directorate Organizational Chart (PDF - 1 page, 65.39 KB)

Office of Infrastructure Protection ® Learn more about the National Infrastructure Protection Plan (NIPP)

Reporting Employee and Contractor
Misconduct

NPPD Vision and Mission +
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€ > U & https://www.dhs.gov/critical-infrastructure-and-key-resources-support-annex 8 Search

E£= Official website of the Department of Homeland Security ContactUs | QuickLinks | SiteMap | A-Z Index

A Homeland fEEDea
Security

Topics How Do I? Get Involved News About DHS Q

ﬁ > About DHS > Organization > Operational and Support Components > National Protection and Programs Directorate > Office of Infrastructure Protection > National Infrastructure Coordinating Share / Email £

Center > Critical Infrastructure and Key Resources Support Annex

National Infrastructure Critical Infrastructure and Key Resources
Support Annex

Coordinating Center

Critical Infrastructure and Key
Resources Support Annex . . o
The Critical Infrastructure and Key Resources (CIKR) Support Annex describes policies, roles and

responsibilities, and the concept of operations for assessing, prioritizing, protecting, and restoring
critical infrastructure and key resources of the United States and its territories and possessions during actual or potential
domestic incidents. The annex details processes to ensure coordination and integration of CIKR-related activities among
a wide array of public and private incident managers and CIKR security partners within immediate incident areas as well
as at the regional and national levels. Specifically, the annex does the following:

« Describes roles and responsibilities for CIKR preparedness, protection, response, recovery, restoration, and continuity of operations

relative to National Response Framework (NRF) coordinating structures and National Incident Management System (NIMS) guiding
principles.

» Establishes a concept of operations for incident-related CIKR preparedness, protection, response, recovery, and restoration.

* Outlines incident-related actions (including preresponse and postresponse) to expedite information sharing and analysis of actual or
potential impacts to CIKR and facilitate requests for assistance and information from public- and private-sector partners.

Read the Critical Infrastructure and Key Resources Support Annex - (PDF - 36 pages, 357 KB)

Last Published Date: August 26, 2015
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Terrorism Threat

* Terrorism is defined by the FBI as; “The unlawful use of
force or violence against persons or property to intimidate
or coerce a government, the civilian population, or any
segment thereof, in furtherance of political or social
objectives.”

23



Major Terrorism Categories

* International*

* Domestic*

* Single Issue-Special Interest

* Lone wolf/micro-actor/homegrown violent extremist (HVE)

* Defined in US Code Title 18 Section 2331

24



Special Interest -Single Issue

e Earth Liberation Front
e Animal Liberation Front
* Stop Huntingdon Animal Cruelty (SHAC)

* Anti-abortion groups

25



S.H.A.C. Group

* Targeted both Huntingdon Life Sciences and their
suppliers.

 Performed tests on animals.
 S.H.A.C. ceased their activities in 2014.

Huntingdon
Life Sciences

Working for a better future

o d & 3.
Photo credit:https://en.wikipedia.org/w/index.php?curid=22000454
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Potential Attack Targets

* Business
 Government
 Maritime

* Military

* First responders

* Private citizens & property
APublic venues
A Schools/Universities

* Religious institutions
* Transportation
* Symbolic




The Hierarchy of the WMD Threat

* Cyber attack

* Explosives

* Biological toxins

* Industrial chemicals
* Biological pathogens W\t
 Radiological isotopes :' T —
* Military chemical agents A e RS .
* Nuclear weapons ‘ | | ‘




Al -Qaeda Business Tactic

* Operation Hemorrhage

Alnflict heavy economic damage
AUse low cost operations
ASmaller, more frequent attacks

AiStrategy of a thous
AObiject is to bleed the enemy to death.

* First successtul on September 03, 2010.

AA UPS cargo plane exploded after takeoff
from Dubal International Airport.

29




Package Bombs

* Addressed to infamous peo
involved in the Crusades a
Spanish Inquisition.
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Hydroelectric Plant IED Attack

* July 21, 2010- Northern Russia

* Perpetrators Killed two security guards to gain entry.
ADetained & assaulted & detained to employees.

* Placed up to five IED’s, four of which detonated.
AOne rendered safe.

31



Hydroelectric Plant IED Attack

* Two of the plant’s three generators destroyed.
AFire took three and a half hours to extinguish.

* Attack at a police station in a nearby town one hour prior
may have been distracter/diversion event.




Current Threat

* Due to the proliferation of available radicalization
material, the threat has evolved from spectacular events
such as the Murrah Building and WTC attacks to smaller
events carried out by individuals or smaller groups.

* This type of activity is difficult to track, investigate, and
prevent.

* Magazines, books, Internet information contribute to self
radicalization.
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Current Threat

* “The Age of the Wolf”’- Southern Pq
A44 page document

ADescribes the rise of lone wolf activi
resistance terrorism
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AHomegrown Violent Extremist
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AVAY Southern Poverty Law Center
~
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Online Radicalization to Violent Extremism

Defining Online Radicalization

Online radicalization to violence is the process
by which an individual is introduced to an
ideological message and belief system that
encourages movement from mainstream
beliefs toward extreme views, primarily
through the use of online media, including
social networks such as Facebook, Twitter, and
YouTube." A result of radical intarpretations
of mainstream religious or political doctrines,
these extreme views tend to justify, promote,
incite, or support violence to achieve any

number of social, religious, or political changes.

In many cases, online radicalization does not
occur after viewing one video or reading one
online post but happens gradually. The factors
that influence a specific individual can change
for him or her depending on the time or
circumstance. Moraover, while the factors that
influence radicalization differ from person to
person, so too does the radicalization process
itsalf. Individuals can move back and forth
between stages or remain static while factors
and levels interact and influence one another.

Generally, as individuals immerse themselves
in online extremist content, they begin to
develop a skewed sensae of reality in which

COPS

\ul &mmu'\b msrm Ww Servces

their views no longer seem radical. Online
intaractions with like-minded individuals

can substitute for an individual's physical
community and create an online social
environment similar to that of a gang in which
deviant behavior and violence are the norm.
Consumaers of online extremist content can

also develop or increase feelings of superiority,

moral outrage, desensitization to viclencs,
and willingness to commit acts of violence in
furtherance of a particular cause.

How Extremists Use the Internet to
Recruit and Radicalize

Paople and organizations worldwide have
embraced the Intarnet because of its ease and
convenience. Individuals and organizations use
the Internet to share photos and videos, post
news and press releases, raise money, and
communicate with others. As access to

the Internet continues to spread, more people
own Internet-enabled devices, and as the

use of social media proliferates, people

are spanding more time online, consuming
content from a variety of sources and creating
virtual communities.

age brief

to recruit

2d to
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Current Threat

* January 26, 2016

e Milwaukee man arrested aft -
& silencers.

ATarget was a Masonic temp

AWanted to kill 30 people. -

S

* Goal to incite more attacks. =

Ail am tellincgc—
known al | OV €

Phdto credit: TW|tter com
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Current Threat

* The “Right Wing” Domestic threat is still

* Nearly 100 plots/actions have occurred ai

disrupted the 1995 Murrah Building bon TE R Ro R

FROM THE RIGHT

) MOSt contemplated deaths Of large numb PLOTS, CONSPIRACIES AND RACIST
Aln one case. as many as 30 OOO RAMPAGES SINCE OKLAHOMA CITY

Source: ANATerror from the RiIghto Specl al Rej



Current Threat

* Right Wing plans included bombing:
AGovernment buildings
ABanks
ARefineries
AUtilities
AClinics
ASynagogues
AMosques
AMemorials
ABridges

.

PHoto credit

I i';hilh

i - 4 ) <
. http://www.motherjones.com

Lﬂm n—‘;‘; = T
Photo credit: http://www.bcbridges.org
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Photo credit:

»" , 'e R Sedgwick County
'a <. ,\“\ Sheriff's Office via AP AP Associated Press
Current Thrg | e
) Story credit:
: £ http://www.busi

1,8 x nessinsider.com/

& 4 : and AP
* Kansas Militi: ‘% J & e bing plot

disrupted.

* Three men planned to detonate four car bombs at an
apartment complex where over 100 Somalis resided and

that contained a mosque the day after the 2016 Election.
Population around 27K
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Insider Vulnerability

* The insider threat may involve harm to physical facilities,
personnel.
* It could also involve non-violent actions, centered round

sensitive security information, trade secrets, business
continuity plans, etc.

* Ensuring employees are trained to the level of knowledge
commensurate with their duties is one method to protect

valuable assets.

42



(U//FOUOQO) Insider Threats

* (U/FOUO) Terrorism Insider Threat Indicators: The
following indicators of insider threats can retlect criminal
activity unrelated to terrorism or legitimate terrorism-
related activities.

AThe presence of multiple indicators especially in
combination with other situational information o)
should raise concerns about a terrorist insider
threat.
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(U) Potential Indicators of the Insider
Threat:

* (U) Attempts to gain information from employees on
topics outside a questioner’s area of responsibility.

* (U) Repeated attempts to enter restricted areas without
proper credentials.

* (U) Unauthorized copying of sensitive files—particularly
blueprints of buildings or critical systems, such as security
and fire suppression systems.

* (U) Threats made by disgruntled employees.
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(U) Potential Indicators of the Insider
Threat:

* (U) Improper use of information technology systems or
repeated attempts to access restricted information.

* (U) Requests for irregular work schedules or attempts to
be left alone in a facility.

* (U) Patterns of inaccurate statements or making excuses
for irregular behavior.

* (U) Off-duty employees on the property—possibly
accompanied by unknown or unauthorized individuals.
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Sentenced to 20 years on August 31, 2015 Source: Associated Press/Homeland 1

Insider Attack Averted

* June 8, 201
AFormer a

 Wichita ai
AVan with

* Motivated
individual
violent jiha



Insider Threat

* British Airways worker faces terror charge.

AComputer specialist allegedly was plotting suicide
bombings.
Alncluding one he planned to carry out himself.

* Rajib Karim, 30, Bangladesh native,

ADeliberately took job to further terrorist conspiracy.

AWould volunteer to join flight crew if employees
strike. (Which they did.)

boston, com

March 12, 2010

ﬂ—)

BRITISH AIRWAYS
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